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1. Introduction

Children today grow up in a digital world full of Staying safe online means:
opportunities — and risks. This guide teaches

children aged 6—15 how to stay safe online, avoid @ thinking before clicking
scams, protect personal information, and make
smart decisions on social media.

protecting your personal data
avoiding strangers
recognizing dangerous behavior

asking adults for help when needed

2. The Golden Rules of Online Safety

A) Never share personal information | B) Don't talk to strangers online

A stranger online = same danger as a

Children should never share:
stranger on the street.
@ fullname

Children must avoid:
address

phone number @ unknown messages

school name friend requests from strangers

passwords people asking for photos

photos with school uniform/logo people pretending to be someone their age

daily location adults acting like children

Even “small information” can be dangerous.

Don’t Talk to
Strangers

If someone
online
makes them

uncomfortable
- block + tell
an adult.




C) Keep passwords secret

Rules for children:

@ use strong passwords (numbers, letters,
symbols)

@ never share passwords with friends

@ change passwords every few months

@ use different passwords for games, school,

apps

D) Think before posting

Teach children:

@ not to post photos they wouldn't show a

teacher
@ to avoid emotional posts
@ not to share problems with strangers

@ notto post location in real time

Once something is posted online,

it can stay forever.
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PHOTOS,
PERSONAL
INFO, OR
PROPOSING
MEETING




3. Biggest Online Dangers for Ages 6-15

1) Cyberbullying

Hurtful comments, spreading rumors, group chats without them, screenshots, mocking.
- Tell parents or teachers immediately. Don't respond. Save evidence.

2) Online Scams

Children can be tricked by:

fake giveaways
free game credits

fake influencers

“Click here to get free skins/Robux/Gems”

phishing links

=> Teach them:
“If it sounds too good to be
true, itis.”

3) Fake Accounts (Impersonation)

Scammers pretend to be:

a child
a celebrity
a friend

a teacher

-

Never trust someone only by

their profile picture.

4) Grooming and Manipulation (for
older children 11-15)

Adults may pretend to be children to build trust.

Signs:
4

asking for secrets

sending flirty messages
asking for pictures

offering gifts or game credits

asking child not to tell parents

-

This is dangerous and illegal.

Immediate adult help is
needed.

5) Unsafe Apps

High-risk platforms:

TikTok

Snapchat

Instagram

Discord

Roblox chat

Fortnite chat

anonymous chat apps (Omegle-type)

Children must use these with supervision.



STAY SAFE

ONLINE & OFFLINE

Don’t Take Candy
From Strangers!

Say ‘NO” to

Drugs! & g /.




4. How to Stay Safe on Social Media

Rules for all children (6-15):

Keep account private

Approve only real friends

Don't send photos to strangers

Don't share school uniform

Don't share holiday plans

Don't click unknown links

Mute or block anyone acting strange

Ask adults for help anytime

5. Safe Gaming Guidelines

Games are
Teach children: fun —_ bUt

not to trust people in voice chats

not to click links sent in games Can be
ignore people offering “free upgrades” dangero US

avoid toxic players

keep personal details private

set time limits to avoid addiction

6. What To Do If Something Feels Wrong

Children should always:

@ Stop ©® who messaged

@ Screenshot @® what was said

@ Block @ how often it happens

@ Tell atrusted adult @ what platform was used

@ Parents/teachers should know: @ Early reporting prevents bigger problems.




7. A Message for Parents & Schools

Parents and schools should:

®

Q @ @ e 9@

talk openly about online risks

set healthy screen time rules

monitor without spying

encourage children to speak

act immediately if something is wrong

When adults listen, children feel safe.

8. Final Advice for Children

You are never alone online

If someone scares you [l tell an adult
Your privacy is important

Think before you click

Not everyone online is a friend

You deserve safety, kindness, and respect

Fake profile

"

Children
need
guidance,
not fear.

Real profile
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